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Who are you again?

Christian Grobmeier

1 Wife, 1 Kid, 1 Horse

Self Employed at $day: Java, JavaScript etc

Open Source at $night:  
Apache Software Foundation Member 

Ex-VP Logging Services 
Current VP Data Privacy

Twitter: @grobmeier



How does it all work?

GDPR

CalOPPA



What is the problem?



It’s about €.



How does it all work?
A quick look into the Apache Software Foundation
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Numbers

Source: https://projects.apache.org/



Typical developer workflow

1. Find a project

2. Checkout the code, try to compile

3. Find issues on Jira/Github

4. Ask questions on the mailing list

5. Try to fix, send a Pull Request/Patch

6. Get you feedback, repeat 4 - 6 until PR is accepted

7. At some point become an official committer

8. At some point become a PMC member

9. At some point become an ASF member



What tools are we using?
Bugzilla, Jira, Github Issues

Confluence, Wiki
phpBB, Mailinglists

Website things

Internal tools
GSuite

Event Planning Tools

Financial Tools

…and everything people love but I don’t know

CDN & Hosting
Static Code Analysis, Donated Stuf



Key points of the GDPR

User Rights

Privacy by Design

Consent

Data breach notifications

DPO

Transparency



Do we need a DPO?
No. But we still have a VP.

Source: https://dpopeople.com/who-needs-a-dpo/



Problem 1: Websites

All projects maintain their own websites

Google Fonts

YouTube videos

Google Analytics


3rd party JS libraries

Facebook Fanpages

Solutions:

Self-Host

Click to start


Replaced with Matomo

Self-Host

Removed

This needs to be done for all websites, also archived ones: 400 projects + Docs



Problem 2: Source Code
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Problem 2: Source Code

The right to be forgotten.


F***.



Solutions:

Remove code and nuke history

Rewrite history

Rewrite history

This needs to be done for all SVN, Git, Mirrors. 

Forks can’t be changed.

Problem 2: Source Code

Problems:

Author names as comment

Emails and names in Git / SVN

Credits in commit messages



Problem 2: Source Code

Our work is of public interest and needs to be archived 
for the public good. (Art. 17.3)



Solutions:

Remove email - ~USD1000 cost

Individual has to contact mirrors

What doesn’t happen on a mailing list, did not happen.

Problem 3: Mailing Lists

Problems:

Authors emails are stored indefinitely

Emails are redistributed



Problem 3: Mailing Lists

Again: our work is of public interest and needs to be 
archived for the public good. (Art. 17.3)

Also: S. 1 Art. 12.5: we can refuse to take action if a 
request is “manifestly unfounded or excessive”. We 

could even charge.



Problem 4: Committer “Telephonebook”

How to build a 
community when 

everything is private?

Many services publish your 
data without explicit content 

(committer index, LDAP)



Problem 4: Committer “Telephonebook”How to keep data up 
to date?

What even is PI?



Companys like saymine.com allow bulk GDPR deletion requests.

Problem 5: Dealing with many deletion requests

http://mine.com


Problem 6: Donated services

grobmeier@apache.org

The ASF has many 
donated services.


Many hosts are from 
the US.



Review: Key points of the GDPR

User Rights

Privacy by Design

Consent
Data breach notifications

DPOTransparency



Thanks!

Twitter: @grobmeier

Twitter: @grobmeier 
LinkedIn: https://www.linkedin.com/in/grobmeier/ 
Web: https://grobmeier.solutions 
Email: cg@grobmeier.de  

https://www.linkedin.com/in/grobmeier/
https://grobmeier.solutions
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