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Postman im Uberblick xcHEGTiG

o Home Workspaces v Reports Explore (} Search Postmar Q E’ ' o 9+ Invite 82 0 0 Team -
gﬂ Motion's Public Workspace Mew  Import 0 Overview uT Retrieve a database +  oue Motion APl ~ @
W) + = sae BB MNotion APl | Da Retrieve a database ~ Z = Documentation x

1

https:/fapi.notion.com/v1/databases/:id

~ Notion API
= ) > B users GET w https:/fapi.notion.com/vi/databases/:id “

Retrieves a database object using the ID

~ [ Databases : ;
& Params®  Authe ers(10)  Body  Pre Cookies b ifi h
= S e specified in the request path,
Query params
[E&] 200 Success- Retrie... 8 Authorizati Bea
KEY VALUE DESCRIPTION e Bulk edit HEORIzaLion. =4
> rost Query a database
st is using an authori
» rost Create a database on MNotion AP
> waten Update a database Path variables
Request Header
> [ Pages KEY VALUE DESCRIPTION -
3 MNotion-Version
B users id Required. Enter database id.
L) » [ Blocks
Histary > DY Cowa Path Variables
Body v @ 2000k 1033ms 120KB [5) Save as Exar oo id {{DATABASE_ID}

Pretty Raw  Preview

1 i
2 “Publisher”: { E
3 “id™: “H3ER24PL", =
4 “name”: “Publisher”, S
5 “type": "select", o
6 “select”: { o
7 “options”: [ !
8 i
9 "id": "cSeed89a-f£307-4176-9%ee-bed24fa89%fa", —
18 “name": "NYT", =
L “eoloa’; “defaul View complete collection documentation = i
12 i .
] . @ Runrer i Trash B @ T
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Postman Lightweight API Client o

YOUR BUSINESS

Dismiss

Sign up to unlock all import methods

Sign in or create an account to import data from files, folders, raw text, or code
repositories,

Sign In Create Free Account

Learn more about importing data

postman.com
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Ausgewahlte

Alternative

API-Clients

Welche anderen Tools gibt r L‘.' _} -
es fUr die Arbeit mit APIs? - PERSONAL OPINIONS , .

AHEAD
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ece Insomnia

@ Q Search. #P SPEC COLLECTION TESTS m @ andreas siegel@pentacorde ~
@ < Train Travel AP11.0.0 = POST = https://httpbin.orgfanything/:foo m 122 ms 417 B 2 Minutes Ago w

& Base Environment « - Parameters 2 Body = Auth = Headers 1 Pre-re Preview = Headers & Cookies Timeline Mock Resp
o+
@ Add Cookies 1 {
URL PREVIEW )
B Add Certificates : : 2 "args": {
https:{fhttpbin.org/anything/bar?parami=valuel |'!
3 "paraml": "valuel"
Ree S QUERY PARAMETERS port from ® Bulk Edit : }'
10 1 u 4 5 n"data": nw
& httpbin Add Delete All Toggle Description (] “files™: {};
HTTP Bin Anything - 7 "form": {},
Accept I 8 "headers": {
% Payments 9 "Accept": "x/%",
Pay for a Booking Host <calculated at runtime> 10 “Content-Length": "@",
(] S _ 13| "Host": "httpbin.org",
i x> i i
s el paramt valuel .. 12 “User-Agent": "insomnia/9.1.0",
Gl Get available trai... 13 "X-Amzn-Trace-Id": "Root=1-66377675-
. PR EARRAETS 1b137¢fb@754f7ec7588b724"
& Bookings
f 14 }l’
: 0o bar -
Delete a booking 15 "json": null,
' H 58 Get a booking 16 "method": "POST",
Insomnid.rest 17 “origin": "91.0.62.119",
=8 List existing boo... 18 el
Create a booking "https://httpbin.org/anything/bar?
——— paraml=valuel"
ations 19 }
Get a list of train ...
ore.books [*] .author 0 @
L 8] £ Preferences @ Online Made with % by Kong
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Insomnia: Workspace(s), Projekte und Collections AeoTEOTI
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Insomnia

@ Q Search.. #P @ andreas.siegel@pentacor.de =
Personal Workspace «
@ P s © Create

PROJECTS (4)
+

© it n .
E Collection E Collection

& Personal Workspace My Collection Demo
[ Git Project
[ MB /developers

{m p-internal © just now © 5 minutes ago

B AllFiles (2)
l Documents (0) +
= Collections (2) +

= Mock (0) 9

C @ Preferences @ Online Made with % by Kong

insomnia.rest

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK
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Insomnia: Cloud Sync & Lokale Datenspeicherung ArEATECTIG
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eae Insomnia

Create a new project

Project name

My project

Project type

@& Cloud Sync

Encrypted and synced securely to
the cloud, ideal for out of the box
collaboration.

@ You can optionally enable Git Sync

0 Local Vault

Stored locally only with no cloud.
Ideal when collaboration is not
needed.

Cancel

insomnia.rest

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK 27.08.2024 0
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Insomnia: Functions & Request Chaining
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] L Insomnia

Edit Tag

Function to Perform

Response - reference values from other request's responses x
Attribute

Body Attribute — value of response body S o
Request

[pet] POST Add a new pet to the store ~

Filter (JSONPath or XPath)

$.json.id 0o

Trigger Behavior @

No History — resend when no responses present v o
Live Preview refresh &
10

insomnia.rest
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Insomnia: Plugins
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ece Insomnia
|n30mn|a Preferences - v9.1.0 - andreas.siegel@pentacor.de X
General Data Themes Keyboard Plugins Al
Plugins is still an experimental feature. See for more info.
ENABLE? NAME VERSION FOLDER
insomnia-plugin-azure-keyvault-secrets @ 1028 Copy Path Reveal Folder
O insomnia-plugin-git-integration @ 06208 Copy Path Reveal Folder
insomnia-plugin-keepass @ 1.00 8 Copy Path Reveal Folder
insomnia-plugin-op @ 0128 Copy Path Reveal Folder
insomnia-plugin-query-parameter-tag @ 016 8 Copy Path Reveal Folder
insomnia-plugin-run-all-requests @ 1.018 Copy Path Reveal Folder
insomnia-plugin-runner @ 1118 Copy Path Reveal Folder

Install Plugin

insomnia.rest
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Hoppscotch

hoppscotch.com

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK

® ® HOPPSCOTCH

] ]
REST
=
=
+ HNew
GraphQL D Swagger Petstore - OpenAPl 3.0
S : :
= [ Swagger Petstore - OpenAPl 3.0 1.017
fian]
Reattime =  mockbin

POST Mockbin e

[  user
0O pet
[ store

0 @ & Cookies

POST Mockbin .

® @ POST -

Parameters Body Headers Authorization

application/json ~

o

"msg": "Hello World

)

Time: 597 ms  Size: 4659 B

JSON Raw Headers Test Results

"args™: {},
“data”
“files": {},
"form": {},
“headers”: {

"Accept”:

Yoy
"Content-Length": "25",
"Content-Type": "application/json",
“Cookie": “",

"Host": “httpbin.org”,
"User-Agent": “insomnia/B.4.8",

"{\n\t\"msg\": \"Hello World\"\n}",

PENTACOR
ARCHITECTING
YOUR BUSINESS

3 Save My Workspace m
+ £ Select environment “ @
Pre-request Script Tests Variables

"X-Amzn-Trace-Id": "Root=1-666d3f86-6978c91c765e108F320568b0"

Hello World

(® Help&feedback £ o5 ([ ED

27.09.2024 13
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Hoppscotch: Self-Hosting

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK

Hoppscotch

SMTP
Server

Y
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Email

OAuth
Provider

Google

GitHub

Microsoft
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Bruno

usebruno.com

@60 LQ

@ bruno

[ Collections

~ Swagger Petstore - O...

-~ mockbin

PosT POST Mock...

- pet

POST uploads an i...
GET Finds Pets ...

POST Updates a p...
GET Finds Pets ...

DELETE Deletes a ...
GET Find pet by ID
pUT Update ane...

POST Add a new ...

< store

POST Place an or...
GET Returns pet ...
DELETE Delete pur...

GET Find purcha...

»user

> test

™

v1.17.0

@ Swagger Petstore - OpenAPI 3.0 1.0.17

POST POSTM... = +

POST  « https://httpbin.org/anything

Auth  Vars

1w {

2 "msg": "Hello World",

3 “test": "{{clientIdFoo}}"
4 }

Script  As

JSON

bruno

Prettify

PENTACOR
ARCHITECTING
YOUR BUSINESS

DO % ®& foor

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK

B =
Response 1 Timeline & 4 2000 917ms 704B
1w {
2 "args": {},
k} "data": "{\"msg\":\"Hello World\",\"test\":\"8249928c-f
c98-4058-8705-10cddelc6356Foo\"}",
4 "files": {},
5 "form": {},
6 "headers™: {
7 "Accept”: "application/json, text/plain, */*",
8 "Accept-Encoding”: "gzip, compress, deflate, br",
9 "Content-Length": "70",
10 "Content-Type": "application/json”,
11 "Host": "httpbin.org”,
12 "Request-Start-Time": "1715512070441%,
13 "User-Agent”": "insomnia/8.4.07,
14 "X=-Amzn-Trace-Id": "Root=1-6640a306-476bad%3b53caliadd
£310bf4"
15 3
16 v "json": {
17 "msg”: "Hello World",
18 "test": "B249928c-fc98-4058-8705-10cd4elc6356Fon”
19 }:
20 "method": "POST",
21 "origin": "91.0.62.11%",
22 "url": "https://httpbin.org/anything" 7
23 }
27.09.2024 15
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Bruno: Lokale Datenspeicherung

000 (< pet

-] @ Add a new pet to the store.bru

meta {
name: Add a new pet to the store
type: http
seq: 16

post {
url: {{ _.base_url }}/pet
body: json
auth: none

}

headers {
Content-Type: application/json

}
body: json {
{

"id": 10,

"name": "doggie",

"category": {
"id"r 1,
Ilnamell: lIDogsll

})

"photoUrls": [
"string"

1,

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK

runo.json
ollection.bru
nvironments
1ockbin

et

tore

ser

88 = MM &3

B Add a new p...the store.bru

Deletes a pet.bru

Find pet by ID.bru

Finds Pets by status.bru
Finds Pets by tags.bru
Update an existing pet.bru
Updates a p...form data.bru

uploads an image.bru

PENTACOR
ARCHITECTING
YOUR BUSINESS

=y O By 0

ojo

o

o
<

Add a new pet to the
store.bru
Document - 440 bytes

Information

©

More...

usebruno.com

27.09.2024 16
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’y\ \%* DANA EPP'S BLOG Ssecurity (de)engineering for fun and profit About Blog Home

April 16, 2024 - API Hacking Tools

Is Bruno a good Postman
alternative for APl hacking?

//-_
o
Postmanie)
alternative|for,
JAPI hacking

https://danaepp.com/

Is-bruno-good-for-api-hacking

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK 27.09.2024 17
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Krevya

kreva.app

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK
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@& [ ] Kreya - Demo
POST POST pet POST POST user B anything PosT POST anything * Il Hilpbin
® dev - o
o G4+ ya POST™ [anything/(foo) m © 200 0K o
v & Httpbin
v @ anything JSON = Params Auth Script Settings Response * Headers Trailers @ Tests Trace Timing
eosT POST anything 1 f 19
~ [ pet 2 | "msg": "Hello World" 2 “args": {},
> BB {petid} 3 ¥ i :::?:2;.:.,"3” \"msg\": \"Helle World\"\n}",
LR
ce. DELETE {petid} 5 “form": {},
ceT GET {petid} 6 "headers": {
. 7 “Authorization": “Bearer eyl@eXAiOiJKV1QilLCIhbGci0ilSUzIINiIsI
cer GET findByStatus 8 "Content-Length": "26",
ceT GET findByTags 9 "Content-Type": "application/json”,
18 “"Host": “httpbin.org",
PosT POST {petid} 11 "¥-Amzn-Trace-Id": "Root=1-66379e@1-757b97e67b11bf73045F4776"
~ [ store 12 ¥
> W@ order 13 "json': {
. 14 "msg": "Hello World"
ceT GET inventory 15 },
rosT POST order 16 “method": “POST",
> BB user 17 "91.8.62.119",
18 “url": "https://httpbin.org/anything/bar"
rostT POST pet 19 ¥

rost POST user
PUT pet

27.09.2024 18
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[ NN Kreya - Demo

Project settings

Environments Authentications Importers Certificates Default settings

New importer Nama?

— Type”®
| open-api-file-importer open-api-file-importer

REST OpenAPI file

b4
Create an operation for each APl method
— Project subdirectory to create missing operations - — Prefix directory to trim when creating missing operations
Pet Store
— Path to OpenAP| document*
..I../lopenapi.json —2

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK 27.09.2024 19
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Kreva: Konfiguration

YOUR BUSINESS

| NN Kreya - Demo
POST POST pet POST POST user B8 anything posT POST anything B Httpbin %
® dev v
o -ll-ﬂ +Y¥ A Directory settings Run as collection
Httpbin s ; :
I v & P ) Configure default settings for all environments =
v @ anything
post POST anything These settings will be applied to all operations in this directory (and subdirectories), unless they are overwritten.
v @ pet
RPC REST Auth
> W {petid) g
oeL  DELETE {petid} — Endpoint
GET GET {petid} https://httpbin.org X
ceT GET findByStatus
GeT GET findByTags — Server certificate (TLS/SSL) validation
posT POST {petid} Enabled -
v @ store
> I order — Automatically follow redirects
GeT GET inventory Ensbied -
posT POST order
> B user HTTP version " HTTP version policy
posT POST pet ; :
P 1.1 - Version or higher * X

posT POST user
puT PUT pet

Query params

Free

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK 27.09.2024 20
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Kreya: Authentifizierung
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| NN Kreya - Demo
POST POST pet POST POST user B8 anything posT POST anything B Httpbin %
® dev v SN
- Directory settings Run as collection
< @+ YA ey
| v & Hittpbin

) Configure default settings for all environments =
v @ anything

post POST anything These settings will be applied to all operations in this directory (and subdirectories), unless they are overwritten.

v @ pet
RPC REST t
> BB {petid} g . AU
oeL  DELETE {petid} Authentication
GeT GET {petld} [OAuth 2.0 Microsoft 365 Client Credentials v X
ceT GET findByStatus

G

m

T GET findByTags

Basic Auth Mgmt User
posT POST {petld}

v [@w store . . .
- OAuth 2.0 Microsoft 365 Client Credentials v
> BB order
GeT GET inventory cidis
rosT POST order
> - user OldC (1)
posT POST pet
posT POST user oidc (2)
PuT PUT pet
6
No certificate selected -
Free
kreva.a

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK 27.09.2024 21
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Kreya: Lokale Datenspeicherung Pt o

o000 < pet 88 = @M 2 e h O Oy Q
Previous 30 Days Previous 30 Days Previous 30 Days
= demo > Demo.krproj 7 {petld}
PP POST {petid}.krop — Edited~ dev.krenv DELETE {petld}.krop
7 Httpbin > GET {petld}.krop
"details": { "
"path": "/pet/{petId}", [ pet > GET findByStatus.krop
"method": "POST", .
"impcr;eGOperati[unId“: "POST /pet/{petId}", POST pet-request.json GET findByTags.krop
"queryParams": [
{
Skavtis iinpmdii POST pet.krop B POST {petid}.krop
"value": "alarm Lead Plaza", POST user-request ison
“ignored": true F :
i' POST user.krop
::‘{ues’tg;:{-l' PUT pet-request.json o i
; ignored": true PUT pet.krop {petid}.krop
ki L Document - 625 bytes
"pathParams”: [ | store
{
"key": "petId", T user > @

"value": "33"
1 More...
+ I I
"requests": [

"contentType": "none"

1,

"operationType": "unary",

"invokerName": "rest",

"typeHint": "POST",

"importStreamId": "2¢19c8dd-f048-467b-3fa4-c9fc47610d5a"

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK 27.09.2024 22
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[ AL api-cli intellij Version control mockbin | POST request to example server
05 Project AP mockbin.http APl requests-with-authorization.http Pl post-requests.http {} http-client.env.json : 8
Pa api-clients-intellij ~/Desktop/api-clie + O ¥ [ Runwith: No Environment Examples ~ @
5 [ .idea ### POST request to example server i
; - =516 [> POST https://httpbin.org/anything/:foo
{J http-client.env.json Content-Type: application/json 4
gu 47 mockbin.http
) .qiti 2
= ) .gitignore { ‘ﬂ{
[Z] api-clients-intellij.iml "msg": "Hello, World!"
(b External Libraries } A
=" Scratches and Consoles 4By
s 8
[ ] 9 |
)
Services (£
o > H
[ | - 18 HTTP Request POST https://httpbin.org/anything/:foo &
-(F'\'JST\I Kkbin | POST req to ples Show Request =
> B Azure o
& Docker HTTP/2 200 OK .
ik
(Headers) ..content-type: application/json..
{
"args": {},
"data": "{\n \"msg\": \"Hello, World!\"\n}",
0 Rfiles™a{};
L]
“form": {},
& "headers": {
"Accept”: "x/x",
Accept-Encoding": "br, deflate, gzip, x-gzip",
@ "Content-Length": "28",
"Content-Type": "application/json",
1% "Host": “"httpbin.org",
O api-clients-intellj > src > AP mockbin.http ® 91 & LF UTF-8 Ospace & O

POSTMAN HEBT AB - ALTERNATIVE API-CLIENTS IM UBERBLICK 27.09.2024
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Intellid IDEA HTTP-Client: 0Auth-Konfiguration ArEATEETIG

YOUR BUSINESS

AL api-clients-intellij Version control mockbin | POST request to example server
(e APl mockbin,.http 1} http-client.private.env.json {} http-client.env.json : 8
& { vie

"dev": {

2' " n " n @
foo": "bar", -
8 "Security”": { =
"Auth": { -l
5] "microsoft365": { A
"Type": "OAuth2", s

"Grant Type": "Authorization Code",

"Client ID": "{{clientId}}", &
"Client Secret": "{{clientSecret}}",
"Token URL": "https://login.microsoftonline.com/{{appId}}/oauth2/token",
"Auth URL": "https://login.microsoftonline.com/{{appId}}/oauth2/authorize"”,
"Redirect URL": "https://app.example.net/account”,
"Client Credentials": "basic",
"Scope": "openid"
}
¥
}
i }
® }
24
|
@ Font size: 19pt  Reset to 14pt (&
?-? Text Data
O api-clients-intellj > src > {} http-client.env.json ® 211 LF UTF-8 2spaces JSON:HTTP Client Environment File of @

Intellid Documentation
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Intellid IDEA HTTP-Client: OAuth-Authentifizierung ArETEET

YOUR BUSINESS

[ AL api-clients-intellij Version control mockbin | POST request to example server
(] APl mockbin.http ir http-client.private.env. json } http-client.env.json i 8
o + G ¥ [ Runwith: dev ~ Examples ~ @
& i POST request to example server -4 =
R [> POST https://httpbin.org/anything/:foo —
A 1=
Content-Type: application/json
2 - E =
8o 4 Buthorization: Bearer {{ $auth.token("microsoft365") }}
A
{ B
"msg": "Hello, World!" a
Services
X >
1§ HTTP Request Shew Lol ®,
(POST) mockbin | POST request to s =
> £ Azure HTTP/2 200 OK - -
& D ker (Headers) ..content-type: application/json.. -
4 %
"args": {},
"data": "{\n \"msg\": \"Hello, World!\"\n}",
"files": {},
0 "form": {},
"headers": {
e} "Accept”: "x/x",
"Accept-Encoding": "br, deflate, gzip, x-gzip",
"Authorization": "Bearer
@ PAQABAQIAAAAPTwIMzXqdR4BN2miheQMY L LVUFTU2F
-shfl55ifbtrs9hbu6Pm224vpzVD79bqlnsnaN_OKqiBXrv5Z9ncsKMNd2UCTPxThbAN3ANuhe jkHh
79 pYpJAaNiVL8qGygl7yVSrotIgaMMi_oUJpPeS@wPo_Fh9z_xVOpY_DidF7ShrsySmb2m_Euol54zS
AFCAAVIME A S R WCCTE TAiAaYatTallda bl mla s P E L wlilAT o TTW o e n D om b Lot P B P
O api-clients-intellij > src > APl mockbin.http @® 4:1(55chars) LF UTF-8 Ospace o @

Intellid Documentation
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M
Intellid IDEA HTTP-Client: Pre-Request Scripts wenrecono

YOUR BUSINESS

[ AL api-clients-intellij Version control mockbin | POST request to example server
D APl mockbin.http APl test.http APl requests-with-tests.http {} http-client.private.env.json i http-client.env.json : 8
o + @ ¥ [¥ Runwith: test Examples ~ @
Reader Mode o

& S
A #HHt Constructing Hash from request body with crypto =
POST https://examples.http-client.intellij.net/post A
8a -y
: : A

#H Constructing HMAC from request body with crypto
8

< {%

&

const signature = crypto.hmac.sha256()
.withTextSecret(request.environment.get("secret")) // get variable from hit
.updateWithText(request.body.tryGetSubstituted())
.digest().toHex();
request.variables.set("signature", signature)
%}
[> POST https://examples.http-client.intellij.net/post

X-My-Signature: {{signature}}
Content-Type: application/json

=l
" n 11} n
] prop": "value
9 83
o restClient.jar com > intellij > ws rest > client * requests * collection > A requests-with-tests.http ® 831 & LF UTF-8 Ospace (@)

Intellid Documentation
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YOUR BUSINESS

M
Intellid IDEA HTTP-Client: Testing e [

[ AL api-clients-intellij Version control test | GET request to example server
D APl mockbin.http APl test.http APl requests-with-tests.http 1t http-client.private.env_ json  http-client.env.json : 8
o + @ G ¥ [> Runwith: test Examples ~ @
& 1 l## Successful test: check response status is 200 M=
I\ [> GET https://examples.http-client.intellij.net/status/200 ~
o ol
=2 > {% .
- client.test("Request executed successfully", function () {
client.assert(response.status == 200, "Response status is not 200"); &
b; -
%}
> : Console Request Response Handler Tests Auth Log
= : v . f1 -1m
i = ¥ QO Tests passed: 1 of 1 test S
v« Test Results 1ms
v Tests 1ms

v Request executed successfully 1ms

Intellid Documentation
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https://www.jetbrains.com/help/idea/2024.1/http-client-in-product-code-editor.html

Fazit

Woflr haben wir uns
entschieden?
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“' @ Insomnia

SoapUI

? httpie Hoppscotch

/ httpiness g

W Testfully
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Vielen Dank!
Fragen?

andreds.siegel@pentacor.de

linkedin.com/in/andreassiegel
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